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Group-IB GROUR|IB

Group-IB is Acquisition International Creation of Dedicated Certified
founded by Leta Group Expansion CERT-GIB Professionals

;s t“\ 60+

l\_)----_--(\__)'__--- e 2012
2003 2010 2011 2011

Stages of Sustainable Solid Development

@ Leader on the @ Service package @ Skolkovo resident @ First 24/7 CERT in
Russian market Pre-incident consulting; The CyberCop project, an Eastern Europe
The first and only Response; integrated system for CERT-GIB is the first
company in the CIS Foren_5|cs_; counteracting cybercrime. private Computer
providing comprehensive Investigation; Emergency Response
services in investigating Legal support; Team in Russia..

IT security incidents. Post-incident consulting.



Group-IB: Services provided

e Computer Forensics

 Malware investigation

 Cyber crimes investigation
 Brand Protection and associated risk mitigation
 DDoS Protection and mitigation

* Botnet monitoring

The only non-governmental organization providing cybercrime
investigation and mitigation services in Russia.



Our Partners GROUPI|IB

v'National and private CERTs in over 55 countries

v'Major Antivirus Editors

v'Computer forensic and IT-security solution providers worldwide
v'US and European Academic Institutions

vInternational Forensic and Anti-cybercrime community memebers

v'Association of Certified Fraud Examiners (ACFE)

v'LEA and Special Services: FBI, US Secret Service

SOURCEf ire

Association of Certified Fraud Examiners Gu ard ian Edge

trustedPARTNER

ACFE
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7 STATE AND TRENDS

“RUSSIAN>

DIGITAL CRIME MARKET

OF THE

011

A report on the results of a
comprehensive study of the state of
the Russian-speaking cybercrime
market:

v Financial performance
estimates;

v Analysis of the main trends and
threats;

v' Overview of key events;
v Legal aspects;

v Forecasts.



Total Cybercrime Market

INU.S. DOLLARS

RUSSIAN
: CYBERCRIME MARKET

SIZE OF GLOBAL

CYBERCRIME MARKET RUSSIAN SPEAKING

CYBERCRIME MARKET
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CERT-GIB GROUP|IB

CERT-GIB
CERT-GIB Vladivostok:
Moscow: GMT+10-.
CERT-GIB GMT+4-..
NewYork: T
RS o
GMT-5 ., ( 1
.‘n’. \—I \_I
o
f
A Y4
CERT-GIB: Europe, North America, Asia
First 24/7 CERT in Around-the-clock geographical @ Providing help and @ .RU, .P®, .SU: special
Eastern Europe deployent assistance for: emphasis
CERT-GIB is the first Eastern Passing the relay for monitoring, Phishing, Spam, Scam, DDoS Official ccTLD.ru-assigned
European 24/7 Computer analyzing, and mitigating: attacks, malware, and many expert organization for
Emergen.cy Res‘ponse Tearp, Europe =» North America = Asia other fraudulent schemes handling phishing, malware,
and the first private CERT in — for smooth uninterrupted and botnets

Russia (second overall) incident handling
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CERT-GIB GROUP

Group-IB

Az per the Agreement, the organization's area of expertise includes combating the use of domain names for the purpoges of phizhing,
unauthorized access to third-party information systems, malware distribution, and controlling botnets. Group-IB is a nongovernmental
organization providing information security incident investigation.

Contacts

Phone: +7 (495) 988-00-40 (kpyrnocyTodHo)
E-amil: response{@cert-gib.ru

Site: www.cert-qib.ru

* Phishing
 Malware
* Botnets



Unique Expertise GROUPR|IB

N »

SITEMAP FEEDBACK CONTACTS

COORDINATION CENTER | |
FOR TLD RU/P® Registered domain names RU

3.809.293

TODAY: 10.05.2012 18:02:21 MSK WHOIS RU ~ ’

PYC g=yle

ABOUT COORDINATION CENTER
DOMAINS
ACCREDITED REGISTRARS

@ Competent Organizations

OFFICIAL DOCUMENTS
NEWS

STATISTICS

Subscribe news

e-mail

&
,] Msin / Acoedited registrars / Competent Organizations print version il
—

Competent Organizations

The League for Safer Internet

As per the Agreement, the organization’s area of expertise includes combating negative online content, especially child pornography.
The League for Safer internet is one of the most effective non-governmental organizations counteracting negative online content. Over
the past ten months more than 20,000 reports were received regarding online child pornography resources. After processing these
reports, more than 8,000 websites containing unlaw ful content were removed. Interaction regulations.

Contacts

Group-1B

As per the Agreement, the organization's area of expertise includes combating the use of domain names for the purposes of phishing,
unauthorized access to third-party information systems, malware distribution, and controlling botnets. Group-IB is a nongovernmental
organization providing information security incident investigation.

Contacts



CERT-GIB Accreditations

Authorized user of the “CERT” trademark

TI-listed team

%

%f Accreditation in progress &APCERT
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ncy Response Ti



CERT-GIB Partners G OUD‘iB\

 Microsoft
o Skype Microsoft

abuse.ch

« Abuse.Ch spammuaus % 11D W OT

* Internet |dentity
 Web of Trust ﬂH.ﬂEKC

« Spamhaus

@ shsdowETRER




Methodology GROU

1. Detect/get notified about a fraudulent
domain

2. Analyze the information

3. Find substantial evidence
4. Form an abuse notification
5. Notify the registrar




Slenfbot: 600 000 users Skype, GROUP|IB

Yahoo, MSN

Having trouble signing in?
Threat Research and Response s ———

V ) Malware Protection Center AEd !j Slgnin

Get the latest definitions Learn more about malware Submit a sample Learn about us

Home > Learn more about malware > Research Win32/Slenfbot

%) Win32/Slenfbot (?)

Encyclopedia entry
Updated: Apr 17, 2011 | Published: Aug 26, 2008

Aliases
Not available

Alert Level (7)
Severe

Antimalware protection details
Microsoft recommends that you download the latest definitions to get protected.

On this page
Summary | Symptoms | Technical Information | Prevention | Recovery




Slenfbot: 600 000 IP |GF2C)LJP|iB\

Slenfbot 2012-04-18 - 2012-04-24

©The Shadowserver Foundation 2012




Phishing on a compromised host |G

# Bank of America | Conf... EE i
“ > D o |Alnt

YIRS |

o Confirm Your Banking Details and Personal Information To Receive Your Tax Refund

sin.s86.ru/images/tripletdepage/trip ¥ | |.:' ~ Wckats 8 Googh &

m

Verify Your Banking Information

* = required information

(Please Select State)

Online ID*
(5-32 digits)

ATM or Check Card PIN*

Passcode™

Select and Confirm Your Accounts Information

* = required information
[F] credit/Debit Card*

[F] Bank Account*
Contact Information

* = required information
Phone Number*




Phishing on a compromised host G

Dear Abuse Team,

We have identified a phishing site hosted by your company that
is impersonating the Internal Revenue Service (IRS).

The site iz located at:

ASN: 13384
IP: 217.8.88.222
URL:

We are asking for your assistance removing this fraudulent content as
quickly as possible and to take the following responses in conjunction
with your policies.

Secure Your Site

Your site was likely the victim of a compromise and steps should be
taken to secure your server and the content that it is providing.
Please see below for some actions that you may want to implement.

Help Educate Consumers
Please see below for instructions if you would like to assist
in helping to educate consumers about online fraud.

Help Our Investigation

Az part of our job, we track and analyze phishing information that over

time may lead to the identification and legal action against these

phishers. By providing to us any files used in the phish and any relevant

logs, you would be assisting us in our efforts.

Please emalil files, logs or any other relevant information to: submits@ofdp.irs.gov

Additional information regarding this site appears below.

If you have any questions, or require further information,
please feel free to call me at 1-282-556-2615.

Regards,

Mark Henderson

282-552-1226 (Fax)

Online Fraud Detection and Prevention (OFDP)
Internal Revenue Service

United States Department of the Treasury

UL




Cyber attack on Iranian pipelines |GROUR|IB

HOME PARE  TODAY'S PAFER | VIDEQ | MOST POPLLAS | Caman:US. { Giobal Login Register Now  Haslp

Nﬂ' l'k Search A% KYTmes. com
- T Middle East

WORLD U5, N.Y./REGION BUSINEES TECHNOLOGY SCIENCE HMEALTH SPORTE OPINION  ARTE  STYLE TRAVEL JOUS REALESTATE AUTOS

AFRICA ANERICAS ASIAPACFC EURDFE  MIDOLE EAST

: BbIYYUTE AHIIMCHMIA C
Wal( Street WALL STREET INSTITUTE

[ wevanoninanconinninea CELAMGHOE MPERNOIMEHME H 40 NETHEMY IGBRNERD

Aoventhe a0 WY Tames com

Facing Cyberattack, Iranian Officials Disconnect Some Log 1 see whatyour s
Oil Terminals From Internet Prcacy Pokcy | Whats Ths?
- Ao 32 What's Popular Now [}
TEHRAN — [ran disconnected several of its main Persian Gulf gi} FACESOCH Obama Says a Suicide Mission
terminals from the Internet on Monday, local news media reported, ¥ TaiTTER i;ﬁ; " 4 &L‘;T?:;:;f
as technicians were struggling to contain what they said were B ccoete- Should Be Legal Officials Say
ifying cyber ks on the Oil Ministry and its affiliates,
B ewal

s Iranian officials said the virus attack, =5 swne
Connect Wi . ¢ :
Us on Twitter which beagan in ernsst on Sundey S raa . AVHUHA
Fallow afternoon, had not affected oil e ‘\K()T TEARILIN )
& i vors . Y mEPMINT
frmornatons)  IAGUIGIl| Producion o exports, becase the - e
breaking news and industry is still pamanly mechanical ol
haadlines and does not rely on the Internet,
Twiiaer Litts Rbpuctery and Officials said they were disconnecting

Editors
the oil terminals and possibly some
other installations in an effort to combat the virus,

“Fortunately our international oil selling division has not been affocted,” said a high-level
manager at the Ol Ministry who asked not to be mentioned for security reasons. "There is
no panic, but this shows we have shorteomings in our security systems.”

There were some reports that the virus had forced widespread Internet shutdowns, “The

ministry has disconnected all ol facilities, operations and even oil rigs from the Internet to TicketWatch: Theater Offers by E-Mall

prevent this virus from spreading,” said another Oil Ministry official who asked to remain e i:° up ""‘m'"e" frem Brondanty shows end ofer
anonymous, because he was not authorized to speak publicly about the attack. 7] i Bign Up
“Everybody at the ministry is working overtime to prevent this." His assertion about the See Sample | Privacy Pobcy

extent of the shutdowns could not be independently verified.

http://www.nytimes.com/2012/04/24/world/middleeast/iranian-oil-sites-go-offline-amid-cyberattack.html




Cyber attack on Iranian pipelines |G Dup‘ial

domain; LENINJIV.RU

nserver: nsl.usahosting2012.com.
nserver: ns2.usahosting2012.com.
nserver: ns3.usahosting2012.com.
nserver: ns4.usahosting2012.com.

state: REGISTERED, NOT DELEGATED,
UNVERIFIED

person: Private Person

registrar:  NAUNET-REG-RIPN
admin-contact:
https://client.naunet.ru/c/whoiscontact
created.: 2012.04.28

paid-till:  2013.04.28

free-date: 2013.05.29

source: TClI
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Yandex-navigator.ru GROU

GET /skript/reklama.php HTTP/1.1

Host: yandex-navigator.ru

User-Agent: Opera/9.30 (Nintendo Wii; U; ; 2047-7; en)

Accept: */*

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Referer: http://yandex-navigator.ru/

HTTP/1.1 200 OK

Date: Tue, 17 Apr 2012 20:25:33 GMT

Server: Apache/2.0.63 (FreeBSD) PHP/5.2.12 with Suhosin-Patch

X-Powered-By: PHP/5.2.12

GET /d.php?a=t294x294w215x2w4u2w423m25412u266r213640384x2c4w2c443&nb&id=40 HTTP/1.1
Host: iplay-android.net

User-Agent: Opera/9.30 (Nintendo Wii; U; ; 2047-7; en)

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Referer: http://iplay-
android.net/detail.php?a=t294x294w215x2w4u2w423m25412u266r213640384x2c4w2c443&nb&id=40&auto=2
Cookie: PHPSESSID=vgrsp5g4qguifgqfrgot954cf9o5; Ivisit=15881-74; Idownload=15881-74

HTTP/1.1 302 Found

Server: nginx/1.0.9

Set-Cookie: Idownload=15881-74; expires=Wed, 18-Apr-2012 20:56:04 GMT
Location: http://failii.ru/midlets/15881 302817985/.apk

Vary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 20

http://failii.ru/midlets/15881 302817985/.apk



http://yandex-navigator.ru/
http://yandex-navigator.ru/
http://yandex-navigator.ru/
http://yandex-navigator.ru/
http://yandex-navigator.ru/
http://yandex-navigator.ru/
http://iplay-android.net/
http://iplay-android.net/
http://iplay-android.net/
http://iplay-android.net/detail.php?a=t294x294w215x2w4u2w423m254l2u266r213640384x2c4w2c443&nb&id=40&auto=2
http://iplay-android.net/detail.php?a=t294x294w215x2w4u2w423m254l2u266r213640384x2c4w2c443&nb&id=40&auto=2
http://iplay-android.net/detail.php?a=t294x294w215x2w4u2w423m254l2u266r213640384x2c4w2c443&nb&id=40&auto=2
http://failii.ru/midlets/15881_302817985/.apk
http://failii.ru/midlets/15881_302817985/.apk

Results of the Investigation
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v" Joint investigation in close cooperation with the

~OX-IT;

v Results of the investigation is the detention of
the criminal group (8 persons);

-SB and MVD of the Russian Federation and

v World’s first case when the entire online-banking

criminal chain was arrested.




Conclusion = OUDIB|

v Three of six active groups arrested;
v'"Remaining 3 groups are under investigation;

v'Law enforcement officials are becoming more interested in
such crimes;

v'With proper support, at least three criminal groups can be
neutralized within eight months;

v"We expect a surge in theft, including from individuals, in June
and July 2012.
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Ways to submit badness GROU

response@cert-gib.ru

=
CERT!

+7 (495) 988-00-40
Availabie 247

CERT-GIN and cther CERTS
Qur portners
Contact nformaton

TRUSTED |

Our projects: Group-1E | Stop-Q0QS

== [eryerey s E

= Conmact infoprmation
Respirt an Incident
OGP Koy

w CIRT-GS
CERTGIB

CERTLIE Very informative and
productive first day at the
TFRSTCON, Lots of old friends
and new contacts. Looking
forward to 4 more great days

FRTCI8 CERT-GIB is taking off

Name for #EIRSTCON on Malta, A pity
couldn't make it for the Newbie
rcpen & iceBraaker. Will catch wp

Email with the rest. =)
Subject FRTCIB ECrounlit's recent
1epon on Russian cybercrime
Message QETS 3 mentian Byt
i com ,' 112706 D4 /10¢
Read the full report group
pLoom/index. php /oo

FHTCID Cyber criminals targer
travelers =ditinm cnn com /2012
D6/ 12 /vy

HTCIG US Government says
cyber~crime Is as threatening as
al Queda itpeoportat com; 2012

06,08

(Fleaso entar the taet in the image above. Taxt is not case
sensitive.) Join the conversation
X f he g




- Group-I1B
Ilya Sachkov

CEO

+7 (495) 66I-55-38
sachhkov@group=ib.com
. WWWegroup=ib.com
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